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config. edit. end. exit. next. abortZt
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2.4 RAMRXITSH

PLR AR A AT HH I — SR SR S 80 S L SORIS =X, (RS Rk s IS L, #0811 BL )
258, WIAHRRIED, SRR B,

FRiR: <id>

T B

KE: 1—5 MR

TSR BT

#a: 1—65535.

é\
é\

FRiR: <name>

X AT

K 1—31 M

Efﬁﬁ?ﬁ j:\ /J\Eﬁii’ ﬁ?i 7}&%’ —FfdJZf, /J\ﬁ){—i
s B ANFRDARE KR NG TR .
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FRiR: <comment>

o TR

KJg: 0—255 MNERF
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A AR BRI 5 A AT = T T B AT
K o

Frif: <filename>

PRSI T S

KRE: 1—254 MFAF

AT AEREATITEERE, AR, KA. B9, B9, W5, a5, KT
Ty NTS BER . IR

X T
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T B

KEE: 1 ANULERTFR
TSR B
X T

tRiR: <percent>
S B

K 1—3 N7
LI EZ G e
¥: 0—100.

FriR: <ip>

4. 1P Hhhk

KR 7—31 MNP

TR B, A, Rk, BS

M BN TP #hk (1.0101.1) , IP Hbbk/FMHERS (1. 1. 1.0/255. 255.255. 0) , TP kB
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#RiR: <netmask>

T TS

K 9—15 MFH
TR 7, A5
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FRiH: <port>
FX: i
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FriR: <date>

T HI

KZ: 8—10 M7

TR B, S, R
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X T
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HIES I (AnysecZ 4 WNICGUIF T EAEF MY eIt fE, 230 AnysecZ &M,
ﬁﬂfﬁ’iﬁﬁ_au CHI A0 IR AT I BB St

3.2 HEHREH

HAREGAE: AETEAE AT exit 50 logout 74

R ST E HTE

Bkl euy UG A BN, W K ar 4T, R LU PR AT R A AL
H, Ptk EdEidculy g ﬂﬂAnysecé{é§r]9§o
LT dr 2 & F ML B 1Ptk
network
get interface
U TS EESHAKS:
system
config admin administrator
get
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ENE REEE

ik SAnysec Z &M REHMRHMACE, ©OF: HIUINEBE. RS HEFED. RESHRE. )
RACE . BEEN. FEAKS . B0 SN FRRMUR MERE . B RENE RIE.
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4.1 H HARY 8]

4.1.1 & RGHE

Wk
set datetime <time> <day> <month> <year>
S
<time> W EKE], X Nhhmm
<day> BEHY, #3h1-31
<month> && A4y, A
January/February/March/April/May/June/July/August/September/October/November/De
cember
<year> WHEFM, F%’¥2007-2037
HEH
AREE RGN B LT 2000/01/01 00:00:00
Al BB R 920104E3 H 16 H e 225505
set datetime 2250 16 March 2010

BIR RGN ] -

T
system
get datetime
S
p
pa=scATE
p
/—j_‘_\‘@”:
admin@system> get datetime
Tue Mar 16 22:57:59 CST 2010

4.1.2 ntp (B$hEIE)

W B B [E D
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i%?ﬁ:
config ntp
set interval [sync-interval]
set server-ip <server-ip>
set status <status>
end
ZH YA
sync-interval & & [FIC ARG, BRIME 260050
server-ip WENTP 40 k555 rIP bk
status BELIZNTPIRZSIRAS
TR
T
ZN/IB
admin@system> config ntp
admin@system—ntpi#set syn—interval 3600
admin@system—ntpiset server—ip 10.10.10.10
admin@system—ntpiset status enable

admin@system—ntpiend

4.2 RGSH

4.2.1 hostname (Anysec Z2M¥EZFR)

W B Anysec 2t 4 W I 42 R

Bk
set hosthame <name>

SR

TR

RENSE TERE

<name> Anysec XM KA IR ER—MRMKERL, RAKER31 KASCH 7

FreR, CLFERR TR AT AN A5 S AR B 0T ED AT
R

&

/j—_\‘ﬁﬂi

admin@system> set hostname anysec-gateway

EI7RAnysec 4 M 4 FR

i%?%:

get hostname
SR -
p
HEH

& fEE-- 0755-83656609
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T

i

admin@system> get hosthame
hostname : anysec-gateway

4.2.2 opmode (BITHER)

WHERGIEATR

"[«HIZ:_'I:?%:

set opmode [opmode]

ZHULH

opmode BiTHIL. FliEMR X B route—nat. transparent. bridge
p

/j—_\‘,fﬁlj:

admin@system> set opmode route-nat

4.2.3 timezone (BJX)

WA X

T

set timezone [timezone]

ZHU I«

timezone HJ[X. iXj&—/MMN-12FJ120 90 XYEH, BRIME N8N R8IX
R

T

ANAE

admin@system> set timezone 8

4.3 HH R

4.3.1 accprofile (ZR{EFLR)
R PR i B 4

ijlif'l“y%:

config admin accprofile
get

S

p
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TR

T

ZN/IB

admin@system> config admin accprofile
admin@system-admin-accprofile# get
system accprofile:

admin

IR R A R P AL

i%‘z%:
config admin accprofile
delete accprofile <profile>
ZH U
profile FFRACE %
TR
T
ZN/IB
admin@system> config admin administrator

L

RENSE TERE

admin@system-admin-administrator# delete administrator radar

WAL PR AC E A 7

ﬁ%‘z%!
config admin accprofile

edit <profile>

get

end
ZHYH
profile LR 44 Fx
TR
T
ZN/IB
admin@system> config admin accprofile
admin@system-admin-accprofile# edit admin
admin@admin# get
accprofile: admin

system-status : readwrite
system-admin : readwrite
system-setting : readwrite

system-maintenance : readwrite

network-interface :readwrite
network-zone : readwrite
network-router : readwrite
network-session : readwrite

& f&E-- 0755-83656609
@ http://www.anysec.com
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network-dns : readwrite
network-dhcp : readwrite
network-advanced :readwrite
firewall-policy : readwrite
firewall-address  : readwrite
firewall-service  :readwrite

firewall-schedule : readwrite
firewall-vip : readwrite
netmonitor-traffic : readwrite

netmonitor-profile : readwrite

log-system : readwrite
log-firewall : readwrite
log-operate : readwrite
log-config : readwrite
AR

Tk

config admin accprofile
edit <profile>
set <module> <permiss>

end
ZHBH
profile FFR % Fx
module FRERZFR, FIiEMEHA system-status/system-admin/system-setting /system-maintenance
/network-interface/network-zone/network-router/network-session/network-dns/network-dhcp/network-advanc
ed/firewall-policy/firewall-address/firewall-service/firewall-schedule/firewall-vip/netmonitor-traffic/netmonitor-
profile/log-system/log-firewall/log-operate/log-config
permiss PR (readonly/readwrite/notvisible)
R
T
ZN/IB
admin@system> config admin accprofile
admin@system-admin-accprofile# edit test
admin@test# set system-status readwrite

admin@test# end

4.3.2 administrator (ZI25)

BoNE IR
1BV
R mEE-- 0755-83658009 [ {&E-- 0755-83656609 Q 24 A EIRE 135-1069-3536
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config admin administrator
get
SR -
T
R
T
il
admin@system> config admin administrator
admin@system-admin-administrator# get
system administrator:

admin
radar
ilEREE A
ks

config admin administrator
delete administrator <username>
ZHH
username EHE I3 FH P A FK
R
T
ZN/IB
admin@system> config admin administrator

TR

RENSE TERE

admin@system-admin-administrator# delete administrator radar

Hi B B

“l«%?ﬁ:
config admin administrator
edit <username>
set accprofile <profile>
set password <password>
set trusthost1 <ip> <mask>
set trusthost2 <ip> <mask>
set trusthost3 <ip> <mask>
end
SR -
username &I 7144
accprofle FAERIR 44
password Zfi
ip IPHiHE
mask R
TR
P

N & {58~ 0755-83656609
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RENSE TERE

ZN/IB

admin@system> config admin administrator
admin@system-admin-administrator# edit admin
admin@admin# set accprofile admin
admin@admin# set password adminpwd
admin@admint# set trusthost1 0.0.0.0 0.0.0.0
admin@admint# set trusthost2 0.0.0.0 0.0.0.0
admin@admint# set trusthost3 0.0.0.0 0.0.0.0
admin@admin# end

4.3.3 blacklist (I8 IP B&8#)

BIRNE T IPHE 4

T
config admin blacklist
get
ZHULH
p
HEH
p
/—j_‘_\‘@”:
admin@system> config admin blacklist
admin@system-admin-blacklist# get

I o 4 300 7 FERL TP 2L 42 H
T
config admin blacklist
delete all
S
p
HEH
p
/—j_‘_\‘@”:
admin@system> config admin blacklist
admin@system-admin-blacklist# delete all

4.3.4 settings (EESHECE)

ﬁ%?%!

config admin setting
set admin-telnet-port [port]
set admin-ssh-port [port]

Q BHEE-- 0755-83658009 [ {5E-- 0755-83656609 Q 24 A EIRE 135-1069-3536
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set admin-http-port [port]

set admin-https-port [port]

set auth-http-port [port]

set idle-timeout [timeout]

set auth-timeout [timeout]

set admin-failure-max [failnum]
end
ZH U
port ¥ IS
timeoute RIS I [H], i [l60-3600F)
failnum B RMIRE, ER1-9
TR
T
ZN/IB
admin@system> config admin setting
admin@system-admin-setting# set admin-telnet-port 8023
admin@system-admin-setting# set admin-ssh-port 8023
admin@system-admin-setting# set admin-http-port 8023
admin@system-admin-setting# set admin-https-port 8023
admin@system-admin-setting# set auth-http-port 8023
admin@system-admin-setting# set idle-timeout 300
admin@system-admin-setting# set auth-timeout 1800
admin@system-admin-setting# set admin-failure-max 6
admin@system-admin-setting# end

4.4 EHEE

4.4.1 savecfg ((REFHEE)
RIER G A -

T

savecfg

ZHULH

p

HEH

p

/—j_‘_\‘@”:

admin@execute> savecfg

Q BHEE-- 0755-83658009 [ {5E-- 0755-83656609 Q 24 A EIRE 135-1069-3536
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4.4.2 factoryreset (fkEH B E)
WE W BE:

"[«Hél:?fi

factoryreset

SR -

I

Es e

JE UL B # Rk, FHEEHE3Anysec 4P K

admin@execute> factoryreset
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TR

RENSE TERE

EhE MEEHE

A HAnysec Z MR M E B KCHIICE, 0. ZaKiKE., %W E., l. DNS, DHCP. &%

DI B T 55

5.1 zone (‘Z£[X)

BEZAaX:

ik

config zone

get

end
ZH Y
T
TR
T
i
admin@> network
dmin@network> config zone
admin@network-zone#t get
LAN WAN DMZ

o & 22X

Wk
network
config zone
edit <zone-name>
set member <member>

end
ZHYH
zone-name 4z IX &R
member %24 X JIT AL I R
RS
T
ZN/IB
admin@> network
admin@network> config zone
admin@network—zone# edit LAN

D & {55 0755-83656609
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{LAN} # set member EO
{LAN} # set member El
{LAN} # end

TR 22 221X

ig‘ii!
config zone
delete zone <zonename>
end
ZH Y
zonename COIEEM %24 X A FK
TR
T
ZN/IB
admin@> network
dmin@network> config zone

admin@network—zone# delete zone DMZ

5.2 Interface (ZEOERR)

FCE N EE R

“l«g‘iﬁ!
network
config interface
edit <interface-name>

set addressmode <addressmode>
set allowaccess <access-type>
set bridge member <intfname>
set ddns client <domain-name>
set ddns status <status>
set detect server <serverl> <server2>
set detect threshold [threshold]
set detect status <status>
set dhcp override-dns <status>
set linkspeed [speed]
set mac <mac>
set mtu <mtu>
set pppoe authmethod <authmethod>
set pppoe user <username> <password>

set pppoe override-dns <status>

& fEE-- 0755-83656609
@ http://www.anysec.com
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set pppoe mtu <mtu>
set seclevel [level]
set static ip <ip> <mask>
set static gateway <gateway>
set type <interface-type>
set vlan id <vlanid>
set vlan interface <interface-name>
set wanisp <isptype>
set weight <weight>
set workmode [mode]
end
end
ZH U
interface-name 4 AL B 142 1 4 K

TR

RENSE TERE

addressmode HuhE#E=(, mZEHLhEAE A static. pppoe dhcp
access-type 4HTZ I RVFUT IR A9 AR SR, WiEIRSSISHAE : http/https/telnet/ssh/ping/snmp

intfname M i1 1452 11 44
domain-name ddnsi% 4%

status 55 IRZS, enablefldisable
serverl il ik 55 45 ip ik
server2 il ik 55 45 ip ik
threshold 1y 5H1E

speed HERRIHSE, W i%(H A (auto/100baseTx-FD/100baseTx-HD/10baseT-FD/10baseT-HD)

mac MACHh 1
mtu e RAEH T

authmethod pppoefk T INIERRE I, FiEH A (any/chap/pap)

username pppoek 5 1 4

password pppoefk 5 & i

level 445, JEfE0-7

ip & ipHihk

mask % 114

gateway %551 X SCip il

interface-type 2% 257

vlanid vlan id 5

isptype isp2 7Y

weight 2255 % f1 235 17 bE

mode M TAEMA, wEHEAA (route. NAT)
= P

ZH L B — AR BRI LA IR B E .
ANAE

admin@> network

admin@network> config interface

admin@network—interface#t edit EO

Q 2HEiE-- 0755-83658009 (& {EEL-- 0755-83656609
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{EO}# set addressmode static
{EO}# set static ip 192.168.118.1 255.255.255.0
{EO}# set status up

{EO} # set type other

{EO}# set workmode nat

{EO}# set allowaccess http
{EO}# set allowaccess https
{EO}# set allowaccess telnet
{EO}# set allowaccess ssh
{EO}# set allowaccess ping
{EO}# set allowaccess snmp
{EO}# end

5.3 Router (EHECE)

LN ek EUSE

ﬁ%?ﬁ:
network
config router static
edit <sequence-number>
set destination [destination-ip]
set gateway [gateway-ip]
set genmask [genmask]
set interface <interface-name>
set metric [metric]
end
end

ZH B

sequence-number %15

destination-ip H MipHhiik

genmask H &Y

gateway-ip [ CipHhhl

interface-name #5040 H 0 4

metric Bk

TR

T

ZN/IB

admin@> network

admin@network> config router static

admin@network-router—static# edit 1
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{1}# set destination 192.168.6.0
{1}# set genmask 255.255.255.0
{1}# set gateway 192.168.118.2
{1}# set interface E2

{1}# set metric 10

{1}# end

BEFHSKHGER:

Wk

network

config router static
get
ZH U
T
TR
T
ZN/IB
admin@> network
admin@network> config router static
admin@network—-router—static# get
192.168.4.0/24 via 192.168.118.2 dev E2 metric 10

5.4 DNS FiC B

5.4.1 DNS (& AR$SE)
W B4 R 2

i%?i:
network
config dns
set primary <server-—ip>
set secondary <server—ip>
end
SR -
server-ip W EDNSHR S 25 IP bk
HEH
TZDNSHC B AN T A B Uy [ I RS04 e, T AN 9 FL e PCHR HEDNS R e T 2 2 R IR 55
ﬂ—_\‘@”:
admin@ network

admin@network> config dns

o\ SHEIE-- 0755-83658009 @ {fEE-- 0755-83656609 @ 24 NI ANEYTEA - 135-1069-3536
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admin@network—dns# set primary 202.96. 134. 133
admin@network—dns# set secondary 202.96. 128. 166

admin@network—dns# end

BE A RS A E

ik
network

config dns

get

end
ZHYH
T
TR
T
il
admin@> network
admin@network> config dns
admin@network—dns# get
primary : 202.96. 134. 133
secondary : 202.96. 128. 166

5.4.2 DDNS (Zh7SiE & ARSS)
WE B S RS

i%?z:
network
config ddns client
edit <ddns—name>
set domain <domain—name>
set type <ddns—type>
set username <ddns—username>
set passwd <ddns—passwd>
end
end
SR -
ddns—name ddnshriH
domain—name H i ddnsiE 42
ddns—type HiEMddnsZsHY, AJi%E{E A qdnsigdns—static
ddns-username H 44
ddns—passwd Z75
HEH
H AT R G A SR W R 3h A5 3804 IR 55
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T~
admin@> network

admin@network> config ddns client
admin@network—ddns—client# edit anysecddns
{anysecddns}# set domain anysec. 3322. org

{anysecddns}# set type qgdns
{anysecddns}# set username anysec
{anysecddns}# set passwd anysec
{anysecddns}# end
BEENSEAL RS

Wk

network

config ddns client
get

end
ZHYH
T
RS
T
ZN/IB
admin@> network
admin@network> config ddns client
admin@network—ddns—client# get
anysec. 3322. org

5.5 DHCP (BAENL4EL)

¥ BDHCPAR % -

Tk
network
config dhcp server
edit <server—name>

set start-ip <start-ip>
set end-ip <end—-ip>
set netmask <netmask>
set default—gateway <gateway—ip>
set domain <{domain—name>
set dns—serverl <dns—ip>

set dns—server2 <dns—ip>

@ SHEIE-- 0755-83658009 @ {fEE-- 0755-83656609 @ 24 INEEE AR ETER G - --—------ 135-1069-3536
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set dns—serverd <dns—ip>

set wins—serverl <wins—ip>

set wins—server2 <wins—ip>

set interface <interface—name>

set status <status>

end
end

ZHU I -
server—name dhcpfi4s44
start—ip ACUH IPHkE
end-ip FZULIPHLbE
netmask MRS
gateway—ip MSCIPHihE
domain—name 1§44
dns—ip DNSJ% #& [PHiHE:
wins—ip WINSHRZ#5 IPHbhl:
interface—name DHCPHR%S 40 142 114
status DHCPHRZS JE BlRES
= P
T
ANAE
admin@> network
admin@network> config dhcp server
admin@network—dhcp—server# edit serverl
{serverl}# set interface EO
{serverl}# set default-gateway 192.168.118.1
{serverl}# set dns—serverl 202.96. 134. 133
{serverl}# set dns—server2 202.96.134. 134
{serverl}# set start—ip 192.168. 118. 100
{serverl}# set end—ip 192.168.118. 200
{serverl}# set netmask 255.255.255.0
{serverl}# set lease—time 28800
{serverl}# set status enable
{serverl}# end

5B DHCPAR 55 44 «

Tk
network
config dhcp server
get
end
ZH B
T
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RENSE TERE

TR

T

ZNUE

admin@> network

admin@network> config dhcp server
admin@network—dhcp—server# get

serverl

75 7 DHCP AR 25 Fic & -

ik
network
config dhcp server
edit <server—name>
get info
end
ZHYH
server—name dhcpfifi4s44
TR
T
ZNUE
admin@> network
admin@network> config dhcp server
admin@network—dhcp—server# edit serverl
{serverl}# get info
interface : EO
default-gateway : 192.168.118.1
dns—serverl : 202.96. 134. 133
dns—server2 : 202.96. 134. 134

start—ip : 192.168. 118. 100
end-ip : 192.168. 118. 200
netmask . 255.255.255.0
lease—time : 28800

status : enable

A ADHCP R S5 7 L5 2.
ks

network

config dhcp server
edit <server—name>
get lease—info
end
ZH B
server—name dhepflk4%s44
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RENSE TERE

TR

T

ZN/IB

admin@> network

admin@network> config dhcp server
admin@network—dhcp—server# edit serverl
{serverl}# get lease—info

Mac Address IP-Address Expires in
00:1b:77:c8:c4:d8 192.168.118.100 06:16:06

5.6 &1

5.6.1 E#7S ARP

He B i ASARPAE B

i%?z:
network
config arp-binding
edit <arp—id>

set interface <interface>

set ip <ip>

set mac <mac>

end
end

SR -
arp—id ARPZE 745
interface ARPZPEHE 144
ip IPHihik
mac MACHE3iE
HEH
p
Zl—_\‘ﬁﬂ:
admin@ network
admin@network> config arp—-binding
admin@network—arp—-binding # edit 1
{1} # set interface EO

{1}# set ip 192.168. 118. 100
{1}# set mac 00:1B:77:C8:C4:D8
{1}# end
BEFSARPER.:
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ﬁ%?%:
network
config arp-binding
get
end
ZHYH
T
TR
T
ZN/IB
admin@> network
admin@network> config arp—binding

admin@network—arp—binding # get

IP address HW type Flags
192.168.118.77  0x1 0x6
192.168.118. 100 0x1 0x6
192.168.118.66  0x1 0x6

5.7 Link (858%)

5.7.1 B8 WAN BiZ&kBzhEZE

ig“]z:

set wan auto-connect
ZHU -

7

RS

7

5.7.2 ECE WAN 8T {E#E

T
set wan mode [mode]

SR :

FEI B

31 Anysec technolagy
RENS Eike
HW address Mask Device
00:13:CE:8A:F9:B8 * EO
00:1B:77:C8:C4:D8 * EO
00:50:09:00:8F:CA * EO

mode T/EMiX K E, W i%{l A single/loadbalance/backup/packetbalance/ipbalance

e SUF
7

)
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BAE B

A SAnysec Z 4 W BT KA G IC B, 45 HbEXT R, IRGAT R BHEDGR, HhkEE 4 SR g K
7 T PR SRS R A

6.1 Address (Hhihb)

6.1.1 IP LR
Pt & [PHEAL X 52 .

i%‘?zt:.:
firewall
config address ipmask
edit <name>
set ip-address <ip-addr>
set ip-mask [ip-mask]
set status [status]

end
end
S -

name IPHEAD X 5 44 FR

ip-addr IPHHE

ip-mask 7 M HERS, ERIA{EH255.255.255.0
status ZA RAKCRE, BRIN Nenable
ERED:

¥

/j—_\‘ﬁﬂ:

admin@firewall> config address ipmask
admin@firewall-address—ipmask # edit ipmaskl
{ipmaskl}# set ip-address 192.168.118.77
{ipmaskl}# set ip-mask 255.255.255. 255
{ipmaskl}# set status enable

{ipmaskl}# end

BE IPHEAXT 4 .
vk
firewall
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config address ipmask
get

end
ZH Y
T
TR
T
ZN/IB
admin@ firewall
admin@firewal 1> config address ipmask
admin@firewall-address—ipmask # get
ipmaskl ipmask2

B IPHERD X % a1 -

Tk
firewall
config address ipmask
edit <name>
get
end
end
ZHYH
name IPFERD X 5 4 FR
RS
T
ZN/IB
admin@ firewall
admin@firewall> config address ipmask
admin@firewall-address—ipmask # edit ipmaskl
{ipmaskl}# get
ip : 192.168. 118. 77
mask . 255, 255. 255, 255

status : enable

6.1.2 IP SEEIXI &
Eﬂﬁlpﬁﬁr%:

i’g‘?i:
firewall
config address iprange
edit <name>
set start-ip-addr <ip-addr>
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set end-ip-addr [ip-addr]
set status [status]

end
end
ZH UL :

name IPFERD X 5 4 FR

ip-addr IPH1E

status %0 A XCRE, BRIN Nenable
R

T

ANAE

admin@firewall> config address iprange
admin@firewall-address—iprange # edit iprangel
{iprangel}#t set start-ip-addr 1.1.1.1
{iprangel}#t set end-ip-addr 1.1.1.254
{iprangel}# set status enable
{iprangel}# end

BE IPYEEN A -

Tk
firewall
config address iprange
get
end
ZHBH
T
TR
T
ZN/IB
admin@ firewall
admin@firewall> config address iprange
admin@firewall-address—iprange # get

iprangel iprange2

B IPHERD X % s 1 -

Tk
firewall
config address iprange
edit <name>

get
end
end
BHI
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name IPYE 5 % 44 B

RS

T

ZN/IB

admin@ firewall

admin@firewall> config address iprange
admin@firewall-address—ipmask # edit iprangel
{iprangel}# get

ip 1111
mask :1.1.1. 254
status : enable

6.1.3 HbhkxigR4E
Bic, B k5 5 4H

T
firewall
config address group
edit <name>
set member <member-name> <member-type>

set status [status]

end
end
S -

name IPHERD X R 44 Fx

member-name Hbik X} % 44
member-type bl % 5 257

status %A RARCARE, BRIL Henable
ERED:

¥

ﬂ——\‘ﬁﬂ:

admin@firewall> config address group
admin@firewall-address—group # edit groupl
{groupl}# set member ipmask?2 ipmask
{groupl}# set member ipmaskl ipmask
{groupl}# set status enable
{groupl}# end

AR LT R
Bk
firewall
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config address group
get

end
ZH Y
T
TR
T
ZN/IB
admin@ firewall
admin@firewall> config address group
admin@firewall-address—group # get
ipmaskl ipmask2

6.2 Service (JR%%)

6.2.1 BEXBRBEFR
FC & H € XRS5 x5

i%‘]jé:
firewall
config service custom
edit <name>
set protocol <protocol>
set dest-port-start <port>
set dest-port-end <port>
set source-port-start <port>
set source-port-end <port>
set icmptype <type>
set icmpcode <code>
set status [status]

end
end
S«

name 5% KA

protocol P KM, tcp/udp/icmp
port i

type ICMP2KHY

code ICMPALHY

status ZXT A BORE, BRIA Nenable

TEEFHIL:
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T
i
admin@firewal 1> config service custom

admin@firewall-service—custom # edit cvd
{cvd} # set protocol udp
{cvd} # set source-port—start 1

}
{cvd}# set source—port—end 65535
{cvd} # set dest—port-start 8400
{cvd} # set dest—port—end 8400
{cvd}# set status enable
{cvd}# end
BE HE SRS R :
ks

firewall

config service custom
get

end
ZHBH
T
TR
T
ZN/IB
admin@ firewall
admin@network> config service custom
admin@ firewall-service—custom # get

cvd

B H E SR 55X G

Tk
firewall
config service custom
edit <name>
get
end
end
SR -
name [ 8 X5 XT G AR
R
T
il
admin@ firewall

admin@firewal 1> config service custom
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admin@firewall-address—ipmask # edit cvd

{cvd}# get

protocol 217
sportstart 1
sportend . 65535
dportstart . 8400
dportend : 8400

6.2.2 fRBIRE
P B AR 550 G4

T
firewall
config service group
edit <name>
set member <member-name> <member-type>

set status [status]

end
end
ZHUL A :

name k55X RAFR
member-name I} 5% % 44
member-type %% 5 HKA
status %X RARCARE, BN Fenable
ERED:
¥
Zl—_\"fﬁ”:
admin@firewall> config service group
admin@firewall-service—group # edit srvgroupl
{srvgroupl}# set member VNC predefined
{srvgroupl}# set member HTTP predefined
{srvgroupl}# set member cvd custom
}
}

{srvgroupl}# set status enable

{srvgroupl}# end
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6.3 Schedule (I}a])

6.3.1 —XERTERTR
B B — M N TR X 2

i%‘]i:
firewall
config schedule onetime
edit <name>
set start <start>
set end <end>

set status [status]

end
end
S -

name X R AR

start JFUGESTE], #% X Nyyyy:mm:dd:hh:mm
end ZEAEITE], #% yyyy:mm:dd:hh:mm
status 1ZA RAKCRE, BRIN HNenable
ERED:

¥

/j——\‘@”:

admin@firewall> config schedule onetime
admin@firewall —schedule—onetime # edit onetimel
{onetimel}# set start 2009:01:01:00:00
{onetimel}# set end 2009:02:01:00:00
{onetimel}# set status enable

{onetimel}# end
B — IRVER 6 %

i%‘]i:
firewall
config schedule onetime
get
end
SR -
p
HEH
p
/j——\‘@”:
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admin@firewall> config schedule onetime
admin@firewall-schedule—-onetime # get

onetimel onetime2
BE— VR )0 G @ 1

Tk
firewall
config schedule onetime
edit <name>
get
end
end
ZH U
name X% 4K
TR
T
ZN/IB
admin@firewall> config schedule onetime
admin@firewal 1-schedule—onetime # edit onetimel
{onetimel}# get
start : 1230739200
end : 1233417600

6.3.2 TRIRETE]RT R
i B A7 AN HsF TR X5 52

i%?z:
firewall
config schedule recurring
edit <name>
set start <start>
set end <end>

set day <day>
set status [status]
end
end
SR -

name X R 4R

start FFAAETIE], 4% Ahhimm

end ZiWfIE], 4% Ahhimm

day 2#, sunday/monday/tuesday/wednesday/thursday/friday/saturday
status ZXT A BORE, BRIA Nenable
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TR

T

ZN/IB

admin@firewall> config schedule recurring

admin@firewall —schedule-recurring # edit recurringl
{recurringl}# set start 08:00

{recurringl}# set end 18:00

}
{recurringl}# set day monday
{recurringl}# set day tuesday
{recurringl}# set day wednesday
{recurringl}# set day thursday
{recurringl}# set day friday
{recurringl}# set status enable

}

{recurringl}# end
fEw R EZNRIGIPOESE

Tk
firewall
config schedule recurring
get
end
ZHYH
T
RS
T
ZN/IB
admin@firewall> config schedule recurring
admin@firewall-schedule-recurring # get

recurringl recurring2
SRR FEZN AP R

Tk
firewall
config schedule onetime
edit <name>
get
end
end
ZHH
name Xf %4 FR
RS
T
ZN/IB
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admin@firewall> config schedule recurring

admin@firewall-schedule-recurringl # edit recurringl

{recurringl}# get

start : 480
stop : 1080
days : 62

6.4 NAT (Hhhb#s¥#)

6.4.1 E#LIP

Bic B R HLTP:

"[«HIE:'I“\IZ—I;‘.:
firewall
config nat vip
edit <vip-id>
set extip <ext-ip>
set extiptype <ip-type>
set extport <port>
set extportstart <port>
set extportend <port>
set mappedip <map-ip>
set mappedport <port
set mappedportstart <port>
set mappedportend <port>
set protocol <protocol>
set viptype <vip-type>
end
end
SR -
vip-id J715
ext-ip ZPEIP
ip-type AMIPZEAY, ATk AA staticHIdynamic
port i
map-ip MLEHIP
protocol /4%, UDPELTCP
viptype KM, NATE{NAPT
HEH
p
7«]—_\‘1&”:
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admin@firewall> config nat vip
admin@firewall —nat-vip # edit 1
{1}# set extiptype static

{1}# set extip 1.1.1.1

set viptype napt

set protocol tcp

set extportstart 33

#

#

#

# set extportend 33
# set mappedip 3.3.3.3

# set mappedportstart 33
# set mappedportend 33

#

end

BEEHLIP:

ik
firewall
config nat vip
get
end
ZHBH
T
TR
T
ZNE
admin@firewall> config nat vip
admin@firewall —nat-vip # get

VIP:

- start -
id 1

count 2 0/0
extiptype . static
extip c1L1L1 1
viptype : napt
protocol . tep
extport : 33
mappedip 0 3.3.3.3
mappedport : 33

id : 2

count 2 0/0
extiptype . static
extip 1 2.2.2.2
viptype : napt
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protocol : udp
extport . 660
mappedip c4.4.4.4

mappedport : 770

id 03

count : 0/0
viptype : napt
protocol : tep
extport 1
extiptype : dynamic
mappedip 1111

mappedport : 1

id : 4
count : 33/1640
viptype : napt
protocol : tep
extport : 21
extiptype : dynamic
mappedip : 192.168.118. 77
mappedport : 21
- end -
T3 KEAULLP
ik

firewall

config nat vip
delete vip <vip-id>

end
ZHBH
vip-id 7515
TR
T
ZNUE
admin@firewall> config nat vip
admin@firewall —nat—vip # delete vip 1

6.4.2 EibhtEEHR

e B Y b A 46
Tk
Q @#EiE-- 0755-83658009 [ 5E-- 0755-83656609 Q 24 /)i 135-1069-3536

@ AR 0755-83658229 @ http://www.anysec.com @ FY R HERE FE SRR S # 503


http://www.anysec.com

®
' - RENS Eike

firewall

config nat snat
edit <snat-id>

set destination <destination>
set natsource <natsource>
set outif <outif>
set portstart <port>
set portend <port>
set protocol <protocol>
set source <source>

end
end
ZH UL«

snat-id %15

destination H 1tk

natsource NAT 5 [ it

outif H# k4 0

port ¥ [ 15

protocol X, tcpEudp

source VEHhE

= P

¥

ANAE

admin@firewall> config nat snat
admin@firewall-nat-snat# edit 1

{1}# set source 1.1.1.0/255.255.255.0

{1}# set destination 2.2.2.0/255.255.255.0
{1}# set outif lan0

{1
{1

A VS bk

ks
firewall

1 #
1 #
}# set natsource 5.5.5.5
1 #

end

config nat snat
get

end
ZHYH
T
TR
T
il
admin@firewall> config nat snat
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admin@firewall —nat—snat # get

TPSNAT:

- start -
id 1

count 2 0/0
extiptype . static
extip 0 2.2.2.0
viptype : nat

id : 2

count 2 0/0
extiptype . static
extip : 5.5.5.0
viptype : napt
protocol . tep
extport 1

id 03

count 2 0/0
extiptype . static
extip : 8.8.8.0
viptype : napt
protocol : udp
extport 1

- end -

IR 53 - 2 45 R )

ks
firewall

config nat snat

delete snat <snat-id>

end

SR :

snat-id JF515

TEEHEI:
7
il

admin@firewall> config nat snat

admin@firewall —nat—-snat # delete snat 1
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6.5 Policy (i ) 4 il| SR B& )

P BV T 2 SRS

i%‘zi:
firewall
config policy
config <function-name>
edit <policy-id>

set action <action>
set destination-address <destination-address>
set destination-address-type <address-type>
set in-interface <in-interface>
set logtraffic <log>
set monitor <monitor-object>
set out-interface <out-interface>
set position <position>
set schedule <schedule-object>
set schedule-type <schedule-type>
set service <service-object>
set service-type <service-type>
set source-address <source-address>
set source-address-type <address-type>
set status <status>

end
end
end
ZH B

function-name %4 [X 3% 4

policy-id RN %5

action REESNE, W]i%E{E A allowHlideny

destination-address H il X} 5 44

source-address JFHHEXT 544

address-type HilibZRAY, ALK AHipmask. iprange. group
in-interface (4 Gt N #2101

out-interface H4f&.4 Hi 2

position 4 Hi HEHE 7E 15 1] 4% il 51 & rh i A7 B

schedule-object H [A] %} % 44

schedule-type B[HIXF KA, kS onetimeFlrecurring
service-object %%t % 4

service-type M55
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log &k HE
status 4HTRMEIRAS, enableidisable
TR
T
ZN/IB
admin@firewall> config policy
admin@firewall-policy# # config LAN2WAN
{LAN2WAN} # edit 1
{1}# set status enable
J# set service—type predefined
J# set service PING
}# set schedule—type onetime
{1}# set schedule onetimel
J# set source—address—type ipmask
{1} #set source-address test
{1}# set status enable
{1}# end
{LAN2WAN} # end

B U7 1) 42 il S

ik

firewall

config policy
config <function-name>
get
end
end

ZHYH
function-name %4 [X M 4
TR
T
ZN/IB
admin@firewall> config policy
admin@firewall-policy# # config LAN2WAN
{LAN2WAN} # get
LAN2LAN:
- start -
id
pkts
bytes

1

: 0

: 0
policyid 1

status : enable
action : ALLOW
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id
pkts
bytes

2

: 0

: 0

policyid 2
status : enable

action . ALLOW
— end —

OB U I 2 SRS <

ks
firewall

config policy
config <function-name>
delete policy <policy—-id>
end
end

ZHH
function-name %4 [X 3% 4
policy—id ZKEEID
TR
T
ZNE
admin@firewall> config policy
admin@firewall-policy# # config LAN2WAN
{LAN2WAN} # delete policy 1
{LAN2WAN} # get
LAN2LAN:
- start -
id
pkts
bytes

OO

policyid
status . enable
action : ALLOW
- end ——
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7.1 HEERE

He & H SR 554

Tk
log
config log
set logtype <logtype>
set serverip <serverip>
end
ZHBH
logtype HEIA, localilremote
serverip JZHE IR 55 A% IPHLAE
TR
T
ZN/IB
admin@> log
admin@log> config log
admin@log—config# set logtype local
admin@log—config# end
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